SECURE WIRELESS LOCAL AREA NETWORK 



BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

This invention relates to a wireless local area network and, more particularly, to a 
secure wireless local area network. 

2. Description of the Prior Art 

A wireless local area network (LAN) is a flexible data communications system 
implemented as an extension to or as an alternative for a wired LAN. Using radio frequency 
(RF) technology, wireless LANs transmit and receive data over the air, minimizing the need 
for wired connections. Thus, wireless LANs combine data connectivity with operator 
mobility. 

Wireless LANs have gained strong popularity in a number of vertical markets, 
including the health-care industry, retail, manufacture, warehousing, and academia. These 
industries have profited from the productivity gains of using hand-held terminals, personal 
digital assistants (PDAs), notebook computers, and the like to transmit real-time information 
to centralized hosts for processing. Today, wireless LANs are becoming more widely 
recognized as a general-purpose connectivity alternative for a broad range of business 
customers. With wireless LANs, operators can access shared information without looking for 
a place to plug in. Wireless LANs offer a variety of productivity, convenience, and cost 
advantages over traditional wired networks including mobility, installation speed, simplicity, 
and flexibility, reduced cost of ownership, and scalability. Wireless LANs frequently 
augment rather than replace wired LAN networks — often providing the final few meters of 
connectivity between a wired network and the mobile operator. 

Wireless LANs use electromagnetic airwaves (radio or infrared) to communicate 
information from one point to another without relying on any physical connection. Radio 
waves are often referred to as radio carriers because they simply perform the function of 
delivering energy to a remote receiver. The data being transmitted is superimposed on the 
radio carrier so that it can be accurately extracted at the receiving end. This is generally 
referred to as modulation of the carrier by the information being transmitted. Once data is 
superimposed (modulated) onto the radio carrier, the radio signal occupies more than a single 
frequency since the frequency or bit rate of the modulating information adds to the carrier. 
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To extract data, a radio receiver tunes in one radio frequency while rejecting all other . 
frequencies. 

FIG. 1 is a block diagram of a conventional network 10 including a wired LAN 12 
and a wireless LAN 14. The wired LAN 12 is often set up as an Intranet. An Intranet is a 
5 network designed for information processing within a company or organization. An Intranet 
is so called because it usually employs Web pages for information dissemination and 
applications associated with the Internet, such as Web browsers. It can also include file 
transfer protocol (FTP) sites, e-mail, and newsgroups and mailing lists accessible only to 
ihose within the organization. 
10 I A typical wired LAN 12 includes a plurality of wired devices 16A-D, e.g., desktop 
personal computers (PCs), connected to the^ame or different sub-networks (subnets) 18, 20, 
and 22 terminating at a router (not sho^ra). The wired devices 16A-D are physically 
y connected to each other through enroling (not shown) on the wired LAN 12. For example, 

'-.Li y 

UI PCs 16A and 16B are connected to subnet 18 while PCs 16C and 16D are connected to 

138 

% fl 15 subnet 20. Subnets 18 ajad 20 are coupled to each other and to inner firewall router 24 via 
subnet 22. The innen^nd outer firewall routers 24 and 28 provide an authorization 
mechanism that assures only specified operators or applications can gain access to the wired 
LAN 12. The inner firewall router 24 links the wired LAN 12 to remote users seeking access 
through^ne wireless LAN 14 and the Internet 30. The outer firewall 28 limits access to the 
20 Virtual Private Network (VPN) server 26 by remote users seeking access through the Internet 

A typical wireless LAN 14 includes at least one access point (AP), the physical 
cabling (not shown) that connects one AP to another, and at least one wireless device, like 
devices 34A-C. Common examples of wireless devices 34A-C are hand-held terminals, 
25 PDAs, notebook computers, and the like. Other wired and wireless devices are well known 
to those of skill in the art. An AP, like APs 32A-B, is a transmitter/receiver (transceiver) 
device that connects to the wireless LAN 14 from a fixed location. At a minimum, the AP 
receives, buffers, and transmits data between the wireless devices 34A-C and the wireless 
LAN 14 through an air communications channel. A single AP can support a single wireless 
30 device — e.g., AP 32A supports wireless device 34A — or a small group of wireless devices 
— e.g., AP 32B supports wireless devices 34B and 34C — . The APs can function within a 
range of less than one hundred to several hundred feet. The AP includes an antenna that is 
usually mounted high but may be mounted essentially anywhere that is practical so long as 
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the desired radio coverage is obtained. 

The inner firewall router 24 is coupled to the VPN tunnel server 26 and the outer 
firewall router 28. The VPN server 26 encrypts messages to and from the wired LAN 12 and 
may provide secondary authentication for remote users. The VPN server 26 uses the Internet 
5 30 to economically connect remote users such as those in branch offices and remote project 
teams to the wired LAN 12. The VPN server 26 also acts as a gateway between operators of 
the wireless LAN 14 and the wired LAN 12. The VPN server 26 views access to the wired 
LAN 12 by the operators of the wireless devices 34A-C the same as remote access by remote 
users. Thus, a wireless device operator only has access to other wireless devices on the 
10 wireless LAN 14 but does not have automatic access to the Internet 30 or any of the wired 
devices 16A-D on the wired LAN 12. 

To maximize security and prevent unauthorized access to the wired LAN 12 from a 
rogue wireless device or AP, the wire/ess LAN 14 is isolated from the wired LAN 12. Put 
differently, the cabling that physically connects one wired device to another on the wired 
15 LAN 12 is different from the cabling 36 that connects one AP to another on the wireless LAN 
14. Isolating the wireless LAN 1 ^from the wired LAN 12 prevents a wireless device from 
accessing a wired LAN 12 unless/authorized to do so by the VPN server 26 and the inner 
firewall router 24. However, iso/lating the wireless LAN 14 from the wired LAN 12 is costly 
and labor intensive. Moreover/routing the wireless and other remote user traffic through the 
20 single VPN server 26 slows aocess for both, particularly if large files are being transferred. 
As the VPN server 26 and the firewalls 24 and 28 are busy checking or re-routing data 
communications packets, they do not flow through the network 10 as efficiently as they 
would if the VPN server 26fand the firewalls 24 and 28 were not in place. Additionally, if 
the VPN server 26 fails, wped network 12 access through the VPN server 26 is prevented for 
25 both wireless operators and remote users. 

Another disadvantage to the network 10 is that security is not well integrated. In 
order for wireless device operators to access the wired LAN 12, the VPN server 26 must 
authenticate them. This requires the wireless operator to install authentication software (not 
shown) on the wireless device. The authentication software supported by the VPN server 26 
30 may change or be upgraded requiring the operator to change or upgrade the authentication 
software installed on his wireless device before the VPN server 26 will authorize access to 
the wired LAN 12. The high error rate in this type of configuration results in an increased 
cost of ownership. 
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Accordingly, a need remains for a secure wireless local area network that is 
inexpensive, easy to set up, fast, and reliable. 

SUMMARY OF THE INVENTION 
The secure LAN of the present invention includes a wireless device for use by a 
wireless device operator. An access point is connected to a wired LAN in communication 
with the wireless device through an air channel for authenticating the wireless device. An 
authentication server is connected to the wired LAN for providing the operator with access to 
the wired LAN after authenticating the access point, the wireless device, and the operator. 

BRIEF DESCRIPTION OF THE DRAWINGS 
The foregoing and other objects, features, and advantages of the invention will 

become more readily apparent from the following detailed description of a preferred 

embodiment that proceeds with reference to the following drawings. 
FIG. 1 is a block diagram of a conventional network; 
FIG. 2 is a block diagram of the network of the present invention; and 
FIGS. 3A-C is a flow chart of the method for operating a network of the present 

invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 
Referring to FIG. 2, the network 100 of the present invention includes a plurality of 
wired devices 16A-D, e.g., PCs, connected to the same or different sub-networks (subnets) 
122, 124, and 126 on the wired LAN 120 terminating at a router (not shown). The wired 
devices 16A-D are physically connected to each other through the wired LAN 120. The 
firewall inner and outer routers 24 and 28, respectively, serve the similar function as 
explained above with reference to FIG. 1 . The VPN server 26 limits access to the wired LAN 
120 to authorized remote users only. 

A plurality of APs 102A-B is connected directly to the wired LAN 120 at fixed 
locations. As described earlier with reference to FIG. 1, an AP is a receiver/transmitter 
(transceiver) device that receives, buffers, and transmits data between a wireless device 
106A-C and the wired LAN 120 through a corresponding air communications channel 114, 
1 16, or 1 18, respectively. Data transmitted over the air channels 114, 1 16, or 1 18 is 
encrypted using a variety of encryption mechanisms including Digital Encryption Standard 
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(DES) endorsed by the National Institute of Standards and Technology, Pretty Good Privacy 
(PGP), and the like. Encryption mechanisms such as those described above rely on keys or 
passwords. The longer the key, the more difficult the encryption is to break. The DES 
standard relies on a 56-bit key length. Some encryption mechanisms have keys that are 
5 hundreds of bits long. A single AP can support a single wireless device — e.g., AP 102 A 
supports wireless device 106 A — or a small group of wireless devices — e.g., AP 102B 
supports wireless devices 106B-C. 

To offset security concerns, each AP 102A-B and each wireless device 106A-C 
includes a corresponding first and second authenticating devices 104A-B and 108A-C, 
10 respectively. The authenticating devices 104A-B and 108A-C are preferably tokens installed 
in the APs 102A-B and wireless devices 106A-C, respectively. Tokens identify a specific 
user. Smart cards are a type of token. Smart cards resemble the familiar, plain magnetic strip 
u credit cards but are much more powerful and secure. Each smart card is embedded with an 

IaS integrated microprocessor and non- volatile memory. Smart cards store information about the 

2 15 holder such as the holder's personal information — birth date, address, etc. — medical history, 
or bank account data. Security on smart cards is maintained through a combination of 

jjjj 

SI measures including personal identification numbers, passwords, secret keys, and encryption 

q keys stored in the card e.g., session, public, and private encryption keys. An authentication 

;~f server 1 10 is connected to the wired LAN 120. The authentication server 110 works in 

yj 20 conjunction with the APs 102A-B and the wireless devices 106A-C and their respective 
^ authentication devices 104A-B and 108A-C to allow access only to those authorized by the 

network's administrators. 

The network 100 operates as shown in FIGS. 3A-C. For simplicity, network 

operation will be described for a single AP 102 A supporting a single wireless device 106A. 
25 However, a person having skill in the art should recognize that the network 100 can support a 

plurality of APs and corresponding wireless devices without departing from the principles of 

the present invention. 

At step 300, the first and second authentication devices 104 A and 108 A, respectively, 
are installed in the AP 102 A and in the wireless device 106 A, respectively. An operator 
30 establishes an air communications channel 114 between the wireless device 106 A and the AP 
102A (step 302). During the establishment of the air channel 1 14, the AP 102A and the 
wireless device 106A exchange the encryption mechanism to be used in future 
communications. At step 304, the first authentication device 104 A generates a first 



Patent application 



Pages 



Do. NO. 5038-12 



authentication message that includes validating information about the AP, e.g., an AP key 
unique to the AP 102 A. The AP key may be a digital signature. A digital signature is a 
block of data at the end of a message that attests to the authenticity of the file and, 
consequently, of the AP 102 A. If any change is made to the file, the signature will not verify. 
5 Thus, digital signatures perform both an authentication and message integrity function. 

The AP encrypts (step 306) and transmits (step 308) the first authentication message 
to the wireless device 106 A. The wireless device 106 A receives and decrypts (step 310) the 
first authentication message and determines whether the AP is a valid access point to the 
wired LAN 120 (step 312). Authenticating the AP by analyzing the first authentication 
10 message ensures that the AP is authorized to be connected to the wired LAN 120 and that it is 
not a rogue AP set up to facilitate or gain unauthorized access to the wired LAN 120. 
If the AP 102 A is not valid, the air communications channel is disabled and 
™ communications between the AP 102A and the wireless device 106A terminate (step 314). If 

W the AP 102 A is valid, the second authentication device 108 A generates (step 316) a second 

.£% 15 authentication message that, at a minimum, includes a device key identifying the second 

authentication device 108 A as well as the operator's logon name and password. The device 
*%J key may be known or unknown to the operator. Validation of the wireless device 106 A may 

« involve a challenge response in which the AP 102A requests a certain type of validation from 

"if the wireless device 106A, e.g., a digitally signed message. The second authentication device 

yj 20 108 A encrypts (step 318) and transmits (step 320) the second authentication message to the 
/5 AP 102 A over the air channel 114. The AP 102 A receives the second authentication message 

and decrypts the portion of the message that includes the device key. At step 322, the AP 
102A analyzes the decrypted portion of the second authentication message, i.e., the device 
key, to determine whether the wireless device 106A is valid. 
25 If the device key is invalid (step 324), the air communications channel is disabled and 

communications between the AP 102 A and the wireless device 106A terminate (step 314). 
If the device key verifies (step 324), that is, if the wireless device 106 A is valid, the AP 102 A 
establishes a control channel 112 with the authentication server 1 10 at step 326. The AP 
102 A then transmits (step 328) the encrypted first authentication message and the encrypted 
30 portion of the second authentication message that includes the operator's logon name and 
password to the authentication server 110. 

The authentication server 110 decrypts the first authentication message to verify that 
the AP 102 A is valid (step 330). The authentication server then decrypts the second 
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authentication message to verify the operator's logon name and password (step 330). The 
authentication server 1 10 verifies the operator's logon name and password by, e.g., 
comparing the received logon name and password to a stored list of authorized user names 
and passwords. If both or either of the AP 102 A and the operator are invalid (step 332), the 
authentication server 110 will deny access to the wired LAN 120 (step 334). If the 
authentication server 110 validates both the AP and the operator (step 332), the authentication 
server 110 will enable access to the wired LAN 120 at step 336. The authentication server 
110 will enable access to the wired LAN 120 by, e.g., establishing a data channel between the 
AP and any other device on the wired LAN 120. That is, the authenticated AP and operator 
will have access to all LAN 120 resources available to wired devices such as devices 16A-D. 

Having illustrated and described the principles of my invention in a preferred 
embodiment thereof, it should be readily apparent to those skilled in the art that the invention 
can be modified in arrangement and detail without departing from such principles. I claim all 
modifications coming within the spirit and scope of the accompanying claims. 
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